How to implement log rotation with Log4j on Tomcat 8

The Lucee Installer does not come with ability to rotate logs built into it. Instead, the Lucee installers ship with Tomcat's default logging mechanism, java.
util.logging. This is simple and effective logging that will work in most situations, but if you want more complex features, such as rotation based on date or
size, you will need to upgrade Tomcat to use a more advanced logging mechanism, such as Log4;.

Thankfully, upgrading to log4j is NOT DIFFICULT. Download a couple things here, tweak a config file there, and you're all set.

The following is intended to be a guide on how to go about downloading and installing log4J on a system that was built using the Lucee Installers.

Review the Tomcat Guide (optional)

Much of the following is just a customized from of the Tomcat documentation, which, if you want to review the original, can be found here.

Installing Log4J Walkthough

The following guide will assume you've installed Lucee to the default location of /opt/lucee, and the directories stated here will be written accordingly. If you
installed Lucee to a different location, you will need to update the example directories to match where you installed Lucee.

In the following example, | will be upgrading a Lucee 5 installation on Ubuntu 16.4 LTS. If you're not running this setup, you may need to interpolate these
commands a bit, but the general principals will be the same.
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Create the log4j.properties file


https://tomcat.apache.org/tomcat-8.0-doc/logging.html#Using_Log4j

Start out by creating a standard config file. This config file will force the majority of relevant logging info to be logged in the catalina.out file. When we're
done, other log files will be created, but they should not contain any actual information with the exception of a single line on occasion.

Create a new text file in / opt /1 ucee/tontat/|i b/ called| og4j . properties.

$ cd /opt/lucee/toncat/!lib/
$ sudo vimlog4j.properties

Then add the following text to it:

# set the log | evel and nane the root |ogger

# Avail abl e Level s: DEBUG | NFO, WARN, ERROR, FATAL

| 0g4j . r oot Logger =I NFO, ROOT

# set the root |ogger class

| 0g4j . appender . ROOT=or g. apache. | og4j . Rol | i ngFi | eAppender

# set the nane/location of the log file to rotate

| 0og4j . appender . ROCT. Fi | e=${ cat al i na. base}/ | ogs/ cat al i na. out

# set the max file size before a new file (and backups) are made
| 0g4j . appender . ROOT. MaxFi | eSi ze=150MB

# set how many iterations of the log file to keep before deleting old |ogs
| 0og4j . appender . ROOT. MaxBackupl ndex=10

# set log text formatting

| 0g4j . appender . ROCT. | ayout =or g. apache. | og4j . Patt er nLayout

| 0g4j . appender . ROOT. | ayout . ConversionPattern=% % % - %%

# create a logger for catalina

| og4j . | ogger . or g. apache. cat al i na=I NFO, ROOT

jordan@jordan-H8DI3: fopt/luceeftomcat/lib
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create a logger for catalina
logger.org.apache.catalina=II

Download Log4j

At the time of this writing, log4j 2.0 beta is available, but the Tomcat documentation for log4j (link above) says that Tomcat requires the 1.2.x version,
which can be found in the archived versions here:

http://archive.apache.org/dist/logging/log4j/1.2.17/


http://archive.apache.org/dist/logging/log4j/1.2.17/

Copy thel 0og4j-1.2.17.jar fileto/opt/ | ucee/toncat/ | i bdirectory, and you're done with this step.

$ cd /opt/lucee/toncat/!|ib/
$ sudo wget http://archive.apache.org/dist/logging/log4j/1.2.17/10g4j-1.2.17.jar

o jordan@jordan-H8DI3: fopt/luceeftomcat/flib

jordan@jordan-H8DI3:~S cd fopt/lucee/tomcat/lib/
jordan@jordan-H8DI3: fopt/lucee/tomcat/1libS$ sudo wget http:/farchive.apache.org/d
ist/logging/log4j/1.2.17/log4]j-1.2.17. jar
- --2016-06-30 18:58:35-- http://farchive.apache.org/dist/logging/log4j/1.2.17/1log
4j-1.2.17.jar
Resolving archive.apache.org (archive.apache.org)... 163.172.17.199
Connecting to archive.apache.org (archive.apache.org)|163.172.17.199|:88... conn
ected.
HTTP request sent, awaiting response... 280 0K
Length: 489884 (478K) [application/java-archive]
Saving to: ‘log4j-1.2.17.jar’

log4j-1.2.17.jar
2016-06-30 18:58:36 (526 KB/s) - ‘log4j-1.2.17.jar’ s

jordan@jordan-H8DI3: fopt/lucee/tomcat/1libs

Download Tomcat Extras

There are two additional JAR's Tomcat will need in order to use Log4j, these aretontat-juli.jar andtontat-juli-adapters.jar These are
"extras" that the Tomcat project keeps up to date and provides downloads for. You can download these two files from the Tomcat download page, under
"Extras":

https://tomcat.apache.org/download-80.cgi

$ cd /opt/lucee/tontat/lib/
$ sudo wget http://apache. osuosl.org/tontat/tontat-8/v8.0.36/bin/extras/tontat-juli-adapters.jar
$ sudo wget http://apache. osuosl.org/tontat/tontat-8/v8.0.36/bin/extras/tontat-juli.jar


https://tomcat.apache.org/download-80.cgi

s

jordan@jordan-H8DI3: fopt/luceeftomcat/lib

jordan@jordan-H8DI3:~5 cd fopt/lucee/tomcat/lib/
jordan@jordan-H8DI3: fopt/Llucee/tomcat/1lib% sudo wget http://apache.osuosl.org/to
mcat/tomcat-8/v8.0.36/binfextras/tomcat- juli-adapters. jar

- --2016-06-30 19:02:15-- http:/fapache.osuosl.org/tomcat/tomcat-8/v8.0.36/bin/ex
trasftomcat-juli-adapters.jar
Resolving apache.osuosl.org (apache.osuosl.org)... 64.50.233.100, 140.211.166.13
4
Connecting to apache.osuosl.org (apache.osuosl.org)|64.50.233.100]:80... connect
ed.
HTTP request sent, awaiting response... 2080 0K
Length: 21683 (21K) [application/x-java-archive]
Saving to: ‘tomcat-juli-adapters.jar’

tomcat-juli-adapter 108%[ 21.17K  --.-KB/s in 0.1s
2016-06-30 19:82:16 (202 KB/s) - ‘tomcat-juli-adapters.jar’ saved [21683/21683]

jordan@jordan-H8DI3: /opt/lucee/tomcat/1lib% sudo wget http://apache.osuosl.org/to
mcat/tomcat-8/v8.0.36/binfextras/tomcat-juli. jar

--2016-06-36 19:02:39-- http://apache.osuosl.orgftomcat/tomcat-8/v8.0.36/binfex
trasftomcat-juli. jar

Resolving apache.osuosl.org (apache.osuosl.org)... 146.211.166.134, 64.508.233.160
i)

Connecting to apache.osuosl.org (apache.osuosl.org)|140.211.166.134|:80... conne
cted.

HTTP request sent, awaiting response... 280 0K

Length: 78487 (77K) [application/x-java-archive]

Saving to: ‘tomcat-juli.jar’

tomcat-juli.jar 100% 76.65K --.-KBfs in 0.04s

2016-06-30 19:02:39 (1.96 MB/s) - ‘tomcat-juli.jar’ saved [78487/78487]

jordan@jordan-H8DI3: fopt/lucee/tomcat/1ibs

Set the Context Log Attribute

We will need to update the default context config so that logging data is "trapped" and placed in the default root logger. In order to do this, we need to edit
the default context file in/ opt / | ucee/ t ontat / conf/ cont ext. xni .

In that file, we need to update this line:

<Cont ext useHttpOnly="true">

to this:

<Cont ext useHt tpOnl y="true" swal | owQut put="true">
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Cleanup and Restart

Last, we need to remove the previous logging.properties file as Tomcat will still read that and create empty log files if we do not remove it. Just delete it or
rename it if you want to keep it around for some reason.

$ cd /opt/luceel/tontat/ conf
$ sudo nv | oggi ng. properties |ogging.properties. bak

@ & jordan@jordan-H8DI3: Jopt/lucee/tomcat/conf
jordan@jordan-H8DI3:~5 cd fopt/luceeftomcat/conf

jordan@jordan-H8DI3: /opt/lucee/tomcat/conf$ sudo mv logging.properties logging.p
roperties.bak
jordan@jordan-HBDI3: fopt/lucee/tomcat/confs

| would also recommend that you clean out the previous logs from the / opt / | ucee/ t ontat /| ogs/ directory. To do this, just stop the Lucee service,
delete the logs, then start it again. This will make verifying your config much easier, as you can see at a glance if your new logging config has taken effect.



$ sudo /etc/init.d /lucee_ctl stop
$ sudo rm- rf /opt/luceel/tontat/l|ogs/*
$ sudo /etc/init.d/lucee_ctl start

o jordan@jordan-H8DI3: ~

jordan@jordan-H8DI3:~S sudo fetc/init.d/lucee ctl stop

* Shutting down Lucee: . . [DONE]

jordan@jordan-H8DI3:~S sudo rm -rf fopt/lucee/tomcat/logs/*
jordan@jordan-H8DI3:~5 sudo fetc/init.d/lucee ctl start

* Starting Lucee: . . . [DONE]

It may take a few moments for Lucee to start processing
CFML templates. This is normal.

jordan@jordan-HBDI3:~5

Verify Your Config

Once you've restarted Tomcat. Check your log directory and ensure that the bulk of the log data is now being stored in your catalina.out file. An example
resulting log directory can be seen in the image below.



e e

jordan@jordan-H8DI3: fopt/luceeftomcat/logs

jordan@jordan-H8DI3:~% cd fopt/lucee/tomcat/logs/
jordan@jordan-HBDI3: /opt/lucee/tomcat/logss 1s
catalina.out 1localhost access log.2016-06-30.txt
jordan@jordan-HBDI3: fopt/lucee/tomcat/logss

Note that all useful log data is being directed to the catalina.out file.

If you have any questions, or if you run into any issues, please contact our Support department via email, phone, or web chat.


mailto:support@viviotech.net
tel:18774484846
https://chat.viviotech.net
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