How to configure free SSL on your Cloudflare account

What is SSL?

SSL (Secure Socket Layer) is the standard security technology for establishing an encrypted link between a web server and a browser. This secure link
helps ensure that all data transferred between the browser and the server remains private. It's also called TLS (Transport Layer Security), in its more
modern versions. Millions of websites use SSL encryption everyday to secure connections and keep their customer’s data safe from monitoring

and tampering.

This guide will show you how to take advantage of CloudFlare's free Full (strict) SSL at Vivio. Please note: it may take up to 24 hours to activate your SSL
within CloudFlare.

Assumptions

This guide assumes that you have already set up your web site within CloudFlare. If you have not yet set up your site to use CloudFlare, please follow thes
e instructions to setup your cPanel domains to use CloudFlare.

Step 1: Login to Your CloudFlare Account:
You can access your CloudFlare portal from your cPanel account or directly from the CloudFlare website located at:

https://ww. cl oudfl are. confal/l ogin
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Log in to CloudFlare

vivio@vivioexample.us

Remember me

orgot your password?

Step 2: Access the SSL Configuration Screen

Next you'll need to click the 'Flexible' text link next to 'SSL":


https://kb.viviotech.net/knowledge-base/hosting/cloudflare/configuring-your-domain-to-use-cloudflare/
https://kb.viviotech.net/knowledge-base/hosting/cloudflare/configuring-your-domain-to-use-cloudflare/
https://www.cloudflare.com/a/login

vivioexample.us ﬂ Add Site  Support  vivio@vivioexa... =

Overview Analytics NS Crypto  Firewall  Speed  Caching Page Rules Network  Traffic

Overview

vivioexample.us

Status: Active

Quick Actlons -

This website is active on CloudFlare.

Advanced *»
Settings Summary
E Security Level: Medium 5 Caching Level: Standard
SSL: Flexible Development Mode: Disabled

Select Full (Strict) from the drop down
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vivioexample.us & Add Site  Support  vivio@vivioexa... =
Overview Analytics NS Crypto  Firewall Speed  Caching Page Rules Network  Traffic

Crypto
Manage cryptography settings for your website.

SSL

Flexible
Encrypt communication to and from your website
using SsL. n i) E

Flexible
This setting was last changed a few seconds ago Full

U

| Full (strict)
e Help

HTTP Strict Transport Security (HSTS)

Enable HSTS

Enforce web security policy for your website,

On the same page, scroll down until you see 'Create Certificate'
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vivioexample.us ﬂ Add Site  Support  vivio@vivioexa... -
API*  Help®

Authenticated Origin Pulls

TLS client certificate presented for authentication on

origin pull.

APy Help»
TLS 1.2 Only
Only use the latest TLS protocol. Note: This is required Upgrade to Business plan

for PCI 3.1 compliance, but may restrict traffic to your
site from older browsers.

APl»  Help»

Origin Certificates

Create Certificate

Generate a free TLS certificate signed by CloudFlare to
install on your origin server.

Hosts Expires On

No Certificates

CLI» APL» Help »

Step 3: Generate Your SSL Certificate

Here we generate the SSL. The defaults that CloudFlare gives you should be fine for most purposes.



Origin Certificate Installation

Follow the steps below to generate and install a certificate on your origin server.

The first step in generating a certificate for your origin is creating a private key and a Certificate
Signing Request (CSR). You can provide your own CSR or we can generate a key and CSR using your web
browser.

® |et CloudFlare generate a private key and a CSR

Private key type

R5A

| have my own private key and CSR

List the hostnames (including wildcards) on your origin that the certificate should protect. By default
your origin certificate covers the apex of your zone (example.com) and a wildcard (*.example.com). If
there are others you wish to add, e.g., those not covered by the wildcard such as one.two.example.com,
you can add them below.

x *yivioexample.us = vivioexample.us

Choose how long before your certificate expires. By default your certificate will be valid for fifteen (15)
years. If you'd like to decrease how long your certificate will be valid make a selection below.

Certificate Validity
7 days
Cancel

Hitting the 'Next' button here will generate your new SSL certificate.

IMPORTANT! Keep this window open! We'll need to copy and paste our SSL keys on this screen in the next step.

Step 4: Install your SSL into cPanel

Next you'll want to copy both the 'Origin Certificate' and ‘Private Key'.




Origin Certificate Installation

Follow the steps below to generate and install a certificate on your origin server.

Save both the private key and certificate below to your web server. To save, you can either copy the
contents of the boxes below and paste them inte different files on your web server, e.g., example.com.pem
and example.com.key, or you can click the download link above each box and then upload using scp or sftp.
After saving, select your web server from the dropdown and click the “Show Instructions” button for an
installation guide.

Key format ©

PEM (Default)

Origin Certificate ©

MIIEoDCCA41gAWIBAQIUe+813moVD]jBZ2rqttWzygI36dZswDQY JKoZIhvecNAQEL
BQAwgYsxCzAJBgNVBAYTALVTMREWFWYDVQQKEXBDDGI1ZEZSYXI1LCBIbmMuMTQw
MgYDVQQLEytDbGI1ZEZsYXI1IE9yaWdpbiBTUOWgQ2VydG1imaWNhdGUgQXVeaG9y
aXR5MRYwFAYDVQQHEW1TYW4gRnJIhbmNpc2NvMRMWEQYDVQQIEWpDYWxpZm3ybmlh
MBAXDTEZMDgxODIZMT IWMFoXDTE2MDgyNTIzMTIwMFowY jEZMBCGALUEChMQQ2xv
dWRGbGFyZSwgSW5j LjEdMBSGALUECKMUQ2xvdWRGhGFYZSBEPcmlnaWdgQRExI jAk
BgNVBAMTHUNsb3VkRmxhcmUgT3JpZ21uIEN1cnRpZm1jYXRIMIIBI jANBgkghkiG
9wEBAQEFAADCAQBAMIIBCOKCAQEATANU+419c651ySUHZET rU9xDcRCmdKYSBr D/
TgXgToclyVXg7YMg2nIawt xB54FtC+6JBAMMYVOZ3HaZZpB9hZEdreBx01EaMBT /6
KGbckMUyn@Zv580QcTArVLEIVU93KBD]S1LDdTnI430KLCr GBGCUEDVKX /EGRQ8 T
NtQt1KgsXSVRtx4TAiyIxj6CNYNc2VE4s15VoXZz78q3LBba30vhEOPBPrGkEgES

In order to copy and paste our keys, we'll login into our Cpanel account at:

https://servernane. vivi ot ech. net: 2083 (where 'servername' is the name of our cPanel server)


https://servername.viviotech.net:2083

/ ¢ cPanel Login X

i C | O https://servernameviviotech.net:2083 ]

cPanel

Username

5]
e

Password

(1]

Reset Password

OR

Click on SSL/TLS under 'Security'

cPanel L VIVIOEXAMPLE ~ M CrLOGOL

GENERAL INFORMATION

-.al.l _ ; Current User
SECURITY

vivioexample
=3 SSLTLS =} 5SU/TLS Wizard RImAEY Remal
- &Y vivioexample.us

Home Directory

/home/vivioexample

Now we'll need to install a key, certificate and a CA. Click on Install and Manage SSL sites.



< C | B https://waterlily.viviotech.net:2083/cpsess4379519407/frontend/paper_lantern/ssl/index.html

The SSL/TLS Manager will allow you to generate SSL certificates, certificate signing requests, and private keys. These ar
to secure your website. SSL allows you to secure pages on your site so that information such as logins, credit card numr
encrypted instead of plain text. It is important to secure your site's login areas, shopping areas, and other pages where
could be sent over the web.

Private Keys (KEY)

Generate, view, upload, or delete your private keys.

Certificate Signing Requests (CSR)

Generate, view, or delete S5L certificate signing requests.

Certificates (CRT)

Generate, view, upload, or delete SSL certificates.

Install and Manage SSL for your site (HTTPS)

Manage SSL sites.

Paste the CRT in the CRT box from our Original Certificate install above. You'll want to ensure that you also include the '-----BEGIN CERTIFICATE-----'
lines as well as '-----END CERTIFICATE-----' lines.



Save both the private key and certificate below to your web server. To save, you can either copy the
contents of the boxes below and paste them into different files on your web server, e.g., example.com.pem
and example.com.key, or you can click the download link above each box and then upload using scp or sftp.
After saving, select your web server from the dropdown and click the "Show Instructions” button for an
installation guide.

Key format ©

PEM (Default)

Origin Certificate ©

-----BEGIN CERTIFICATE-----

MIIEoDCCA4igAwIBAgIUe+8J13moVDjBZ2rqttWzygI36dZswDY IKoZIhveNAQEL
BQAwgYsxCzAJBgNVBAYTAIVTMRkwFWYDVQQKExBDbGI1ZEZ sYXI1LCBIbmMuMTQw
MgYDVQQLEytDbGI1ZEZsYXI1IEGyaWdpbiBTUBWgQ2VydGImaWNhdGUgQXVeaGy
aXRSMRYWFAYDVQQHEWITYW4gRnJhbmNpc 2N vMRMWEQY DVQQIEwWpDYWxpZm3ybmlh
ME4XDTEZMDgx0DI zMT IwMFoXDTEZMDgyNTIZMT IwMFowY j EZMBCGATIUEChMQQ 2xv
dWRGDGFYZSwWgSW5jLjEdMBSGAIUECKMUQ2x vdWRGDGFyZSBPcmlnaWdgQeEx] jAk
BgNVEAMTHUNsb3VKRmxhcmUgT3JpZ2luIEN1cnRpZmljYXRIMIIBIjANBgkqhkiG
9wWBBAQEFAADCAQBAMIIBCgKCAQEATdNU+419c651ySUHZETrU9xDeRCmdKY9BrD/
TgXgTeclyVXg/YMg2nIawtx854FtC+6IBAMMYVEZ3HaZzpBOhZEdreBx01EaMBT /6
KGbckMUyn@ZvE80QcTArVLEIVU93KED]51LDdTnI430KLCr GBGCUEDVKX/EGRQSY
NEQLIKgsXSVREx4TALYIx]6CNYNC2VE4515VoXZz78q3LEba38vhEOPBEPrGkEgE,/
Ldr 6K6@0Howadafs88C2DG9co9sdyHBp40BP2qEATIMZSEFIT/I+tHI61G3TATSgN
gTIaQ5P2aelCwiWgGRePTebgZdDbwsYZ1imgXBiMmxwMoSWT LegwIDAQABO4IBI jCC
AR4wDgYDVROPAQH/BAQDAgWgMEMGALUd JQQMMACGCC sGAQUFBWMEMAWGALUJEWEE
AWOCMAAWHQYDYREOOBBYEFN L sWmk dBDBVPENSmZ42TgmEdSOwWMBBGAIUdIWQYMBaA
FCToUlddfDRAhGNr INuG4RZ4/CmkMEAGCCSGAQUFEWEBEDQwWM jAwBggrBgEFEQCw
AYYkaHR8cDovL29jc3AuY2xvdWRmbGFyZS5jb28vb3IpZ2 1uX2NhMCAGAIUMEQQm

You'll want to do the same for the Private key. Remembering again to include the '-----BEGIN PRIVATE KEY-----' and -----END PRIVATE KEY-----'



Private key ©

Copy the contents of your private key below to your web server and set file permissions such that only your http serve
access it. Additionally, you can optionally encrypt this file and provide a password to decrypt it during your origin web
startup.

————— BEGIN PRIVATE KEY-----

MIIEvgIBADANBgkghkiGOwOBAQEFAASCEKgwggSkAgEAADIBAQCYpea3lUsVELiER
ZH1gW1TVwjmSzduPUIhKCy2ITSkVseyvif@rhdggOnRiSAFoN1r2aVYEAMSpucga
PsRETrg5JMLBu@nfbr6fet3wlgpt9ieh/qobEgVgFgWdkzszpdewbatdXWR5]3F
4QeNT81H/0mccSPEDFgtLgxKALgQPO01xsh28X1mFtbfG1BFyIHEINAROZIOFTMbk
R7sxCO9Ho/LYiNsTLiToOia5the7UNMuUU+T2ZvQoiTUCKIAMITXEXBdpgT9zEMnz1
MWuRs530VENIoMF3mwAlPY32BPhSDp3wrA71sha®XNgbKvilixHXcHBPYZtQ1Cv]
AShUyuiHAgMBAAECgQEBAKowWSRhgI1lvPEHoWENQEJBe735UNKUv3T1de9UNmY kSP
HRII1bEYANNXSCTGNSLOVv+g5sA04SFS/ nDtPzcORspZLtBkaazl+hFzqI9jkYs6g
Zggv3eXQnYT+4aXwakNcnPpncwW8JagON+5TV33oclLrrz7RsSHoBBT jPTSIi0ONR
SWRAI+kEBFd12okr totUnuBM+FhsASNyXoNIIGhFKhMySwnX9BTwAiekdMYXUBUX
0ZXK6Q+0EEIn+8q+RZCSwieKLwsKrASJ4L 0uBiQFeScAaRt sBO0gpAZTCeGEsSARY
BhfVTGptySoaf/UxIocCZ3mSrunyRJIoVIdFIEri3KKECQYEASTMKdrP50/X505TH
iUQol3eSzt jwdGL3veCSH30I499/70aTVICa40TEX9Idedkml/1IMBEr 35A0sThED
FxT5IT4TpIwCn/ESpxoh50akKksicdQWEuxGD2NsthX68u2Zt67+qebGwbe85qdTap
txXc+1s68UFDo4bEORFZzmBpq0 0CgYEAXC++VgB1Z18nVx1dAXugoHdtiCTBWTK+
CisGqGwuldYV2Pp/Txaonj8tKdgt 80mptcONGSa4EIsKsOypsud66/ jxQxkqul3zD
ccSJknSEBbrLvgaglBeNvEAVI+I4JcTI2dsXIR1YFNIOI3WMGZKH+ALMTBA TGP gw+
JX/rozh9g8MCogYAsb6ToI6i5AaR3eevInutHwnyRromzhzyE478y 3xQ0KeynB41U

Flom T o arl =i e AT = L IP e LA TUIMAFE S ™ maMTE 0 Tm A3 ST AT =W AE = Taa TN T om e =W

Your domain should auto fill in when you paste the certificate.

To install the Certficate Authority Bundle, we'll need to grab that from Cloudflare, here.

You'll want the CloudFlare Origin CA — RSA Root.


https://support.cloudflare.com/hc/en-us/articles/218689638-What-are-the-root-certificate-authorities-CAs-used-with-CloudFlare-Origin-CA-

What are the root certificate authorities (CAs) used with
CloudFlare Origin CA?

ﬂ Patrick Donahue

If you are using cPanel, or another application that attempts to validate the chain of your Origin CA certificate,
you will need to append the appropriate root below to your .pem file.

MNote that cPanel in particular does not support ECC certificates, so make sure you generate an RSA certificate.

loudFlare Origin CA — RSA Root

MIID/DCCAUaAgAWIBAQIID+r0SdTGTGowCwYIKoZIhvcNAQELMIGLMQswCOYDYQQG
EwlVUZEZMBCGAIUEChMOQ2xvdWRGhGFyZSwgSW5jLj EGMDIGALUECxMrQ2xvdwRG
bGFyZSBPcmlnaW4gUINMIENTcnRpZml jYXR1IEF1dGhvecml@e TEWMBOQGA1UEBXMN
UZ2FUTEZYyYW5]axXNjbzETMBEGALUECBMKQ2FsaWZvcmspYTAeFWOXNDEXMTMyMDM4
NTBaFweOx0TEXMTQWMTQzZNTBaMIGLMOswCQYDVQQGEWIVUZEZMBCGAIUEChMQO2xY
dWRGhGFyZSwgSW5jLjEGMDIGALUECXMrQ2xvdWRGhGFyZSBPcmLnaw4gU INMIENT
cnRpZmljYXRLIEF1ldGhvcml@eTEWMBOGAIUEBXMNU2 FUIEZYYWSjaXNjbzETMBEG

Ensure that the '-----BEGIN CERTIFICATE-----" and "-----END CERTIFICATE-----" are also copied for the Certificate Authority bundle or CA. Pasting in all 3
certificates should look something like this



cPane/

205.210.190.210

Certificate: (CRT)

----- BEGIN CERTIFICATE----- =
MITEoDCCA4igAwIBAGIUe+8]3moVDj0Z2rgttWzygl36dZswilY IKoZ ThecNAGEL
BOAWGYs xCzAJBgNVEAYTALVTMRKWFWYDVQOKEXBDDGI 1ZEZsYXITLCBI bmMUMT Chw
MoYDVOLEYEDEGI1ZEZsYXI1IESyaWdpb i BTUSwo 02V ydCimakNhdGU g QXVEaGIy
aXRSMRYWFAYDVQOHEW1TYWAgRnIhbmNpc2NvMRMWED Y DVOQ I EwpD YWspZm3ybmLh
MB4XDTEZMDgx0DIzMTIwMFoXDTEZMDgyNT LzMT IwMFowY j EZMBCGATUEChMOO 2 v
dWRGhGF yZ5wg 5W5] Lj EdMBsGALUECxMUOZ xwdWRGDGF yZSBPcmlnaWdgQoEx] j Ak
BoNVBAMTHUNs b3VkRmxhemUgT31pZ2 LuLENLcnRpZm j YXRLMIIBIjANBgkghkiG
IwlBAQEFAADCANBAMIIBCgKCAQEATdnu+419chS 1ySuHZET ril9xDcRCmdKYSB D/
TgXaT5clyVXg7YMa2nIawtx854FtC+6IBAMMVE z3HaZzpBOhZEd reBL01EaMBT/ &
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Domains: CloudFlare Origin Certificate
*.vivioexample.us
vivioexample.us

Issuer: CloudFlare, Inc.

Key Size: 2,048 bits (edd9eefb ...)

Expiration:Aug 25, 2016 11:12:01 PM 4

This certificate will
expire in 5 days.
(More information)

The certificate may already be on your server. You can either paste
the certificate here or try to retrieve it for your domain.

Private Key (KEY)

RRGALA02ESSTVH] an0aEYecs: U .
W rimE T 2 TRl LR A YT THORN m 2 11 DT A LT E L E €7 WM VT EC G P
The private key may already be on your server. You can either paste
the private key here or try to retrieve the matching key for your
certificate.

Certificate Authority Bundle: (CABUNDLE)

----- BEGIM CERTIFICATE----- =
MIID/DCCAuagAWIBAGIID+rOSdTGTGowlwY JKoZ LhvcNAQELMIGLMOswCOYDVOOG
EwJVUzEZMBcGALUEChMOO 2 xvdWRGEGFyZ5woSW5 j L EBMDIGAIUECKM ri2xvdWRG
bGFyZSBPcminaWdgUINMIENLcnRpZml i ¥XRLIEF ldGhveml 0eTEWMBOGALUEEXMN
UZFUIEZyYWS]a¥NjbzETMBEGALUECEMKOZ FsaWZvems pYTAe FwBxNDEXMTMyMDMA
NTBaFwi x0TEXMTwMTQzNTEaMIGLM] swlQYIVOQGEWIVUZEZMBCGATUEChMOO 2xy
OWRGDGF yZSwgSW5] L EGMDIGA LUECxMrQ2xwdWRGDGF yZSBPcmlnawWdgUINMIENT
cnRpZml jYXR1IEF1dGhveml@e TEWMEOGAIUEBXMNUZFuIEZyYWS ] aXNj bzETMBEG

FETTS =, ER VLT T SR TP - TP T AT =

Finally, click on 'Install Certificate' at the bottom of the page. You can now browse to your domain to confirm that SSL is working.
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Welcome to Viviao!

If you have any questions, please feel free to reach out to our Support staff via email, phone, or web chat.

Related articles

How to add or manage a credit card on file

How to add two-factor authentication to your Vivio Portal account
How to Reduce Your Backup Usage in R1Soft

How to access your Vivio Portal client account

Managing Security Codes
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