WordPress Plugins

Through the years, Vivio’s Support team has done a lot of trouble-shooting for WordPress sites. While our Support team doesn’t do “website development”
projects as such, they’ll still roll up their sleeves and track down a fix. So over time, technicians have kept a working list of WordPress plugins that they
recommend. And we're sharing that list with you!

Every website is different, so your results may vary. We recommend running a complete backup of your website before making changes.

Plugin by Subject:

Website Security
Website Speed and Optimization

Migrations

Plugins for Website Security
All In One WP Security & Firewall

“A comprehensive, easy to use, stable and well supported WordPress security plugin. This plugin is designed and written by experts and is easy to use
and understand. It reduces security risk by checking for vulnerabilities, and by implementing and enforcing the latest recommended WordPress security
practices and techniques.”

All In One WP Security & Firewall

By Tips and Tricks HQ, Peter Petreski, Ruhul, lvy
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Description

A COMPREHENSIVE, EASY TO USE, STABLE AND WELL SUPPORTED WORDPRESS
SECURITY PLUGIN

WordPress itself is a very secure platform. However, it helps to add some
extra security and firewall to your site by using a security plugin that en-
forces a lot of good security practices.

The All In One WordPress Security plugin will take your website security
to a whole new level.

This plugin is designed and written by experts and is easy to use and
understand.

Plugins for Website Speed and Optimization

W3 Total Cache

“W3 Total Cache (W3TC) improves the SEO, Core Web Vitals and overall user experience of your site by increasing website performance and reducing
load times by leveraging features like content delivery network (CDN) integration and the latest best practices.”


https://wordpress.org/plugins/all-in-one-wp-security-and-firewall/
https://wordpress.org/plugins/w3-total-cache/

. ) W3 Total Cache

b 5’) By BoldGrid
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Description

W3 Total Cache (W3TC) improves the SEQ, Core Web Vitals and overall
user experience of your site by increasing website performance and re-
ducing load times by leveraging features like content delivery network
(CDN) integration and the latest best practices.

W3TC is the only weh host aghostic Web Performance Optimization
(WPO) framework for WordPress trusted by millions of publishers, web
developers, and web hosts worldwide for more than a decade. It is the
total performance solution for optimizing WordPress Websites.

Autoptimize

“Autoptimize makes optimizing your site really easy. It can aggregate, minify and cache scripts and styles, injects CSS in the page head by default but can
also inline critical CSS and defer the aggregated full CSS, moves and defers scripts to the footer and minifies HTML. You can optimize and lazy-load
images (with support for WebP and AVIF formats), optimize Google Fonts, async non-aggregated JavaScript, remove WordPress core emoiji cruft and
more.”


https://wordpress.org/plugins/autoptimize/

Autoptimize
By Frank Goossens (futtta)

Details Reviews Installation Support Development

Description

Autoptimize makes optimizing your site really easy. It can aggregate,
minify and cache scripts and styles, injects CSS in the page head by de-
fault but can also inline critical CSS and defer the aggregated full CSS,
moves and defers scripts to the footer and minifies HTML. You can opti-
mize and lazy-load images (with support for WebP and AVIF formats), op-
timize Google Fonts, async non-aggregated JavaScript, remove
WordPress core emoji cruft and more. As such it can improve your site’s
performance even when already on HTTP/2! There is extensive API avail-
able to enable you to tailor Autoptimize to each and every site's specific
needs.

If you consider perfarmance impartant, you really should use one of the
many caching plugins to do page caching. Some good candidates ta
complement Autoptimize that way are e.g. Speed Booster pack,
KeyCDN's Cache Enabler, WP Super Cache or if you use Cloudflare WP
Cloudflare Super Page Cache.

Plugins for Migrations

UpdraftPlus WordPress Backup Plugin

“UpdraftPlus simplifies backups and restoration. It is the world’s highest ranking and most popular scheduled backup plugin, with over three million
currently-active installs. Backup your files and database backups into the cloud and restore with a single click!”


https://wordpress.org/plugins/updraftplus/

@ UpdraftPlus WordPress Backup Plugin

By UpdraftPlus.Com, DavidAnderson
Updraft
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Description

UpdraftPlus simplifies backups and restoration. It is the world’s highest
ranking and most popular scheduled backup plugin, with over three mil-
lion currently-active installs. Backup your files and database backups
into the cloud and restore with a single click!

Backup into the cloud directly to Drophox, Google Drive, Amazon S3 (or
compatible), UpdraftVault, Rackspace Cloud, FTP, DreamObijects,
Openstack Swift, and email. The paid version also allows you to back up
to Microsoft OneDrive, Microsoft Azure, Google Cloud Storage,
Backblaze B2, SFTP, SCP, and WebDAV.

Better Search Replace

“When moving your WordPress site to a new domain or server, you will likely run into a need to run a search/replace on the database for everything to
work correctly. Fortunately, there are several plugins available for this task, however, all have a different approach to a few key features. This plugin
consolidates the best features from these plugins, incorporating the following features in one simple plugin:

Serialization support for all tables

The ability to select specific tables

The ability to run a “dry run” to see how many fields will be updated
No server requirements aside from a running installation of WordPress
WordPress Multisite support”


https://wordpress.org/plugins/better-search-replace/

Better Search Replace
e<f> By Delicious Brains

Details Reviews Installation Support Development

Description

When moving your WordPress site to a new domain or server, you will
likely run into a need to run a search/replace on the database for every-
thing to work correctly. Fortunately, there are several plugins available
for this task, however, all have a different approach to a few key fea-
tures. This plugin consolidates the best features from these plugins, in-
corporating the following features in one simple plugin:

= Serialization support for all tables

= The ability to select specific tables

= The ability to run a “dry run” to see how many fields will be updated

= No server requirements aside from a running installation of
WordPress

= WordPress Multisite support

We'll keep this page updated with the latest recommendations from our Support team.

As always, if you need any help with your Vivio account, please get in touch with our Support team.

Related articles

How to Lock down Your WordPress Login Page
Software End of Life Dates

Managing Security Codes
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WordPress Plugins
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https://kb.viviotech.net/display/KB/How+to+Lock+down+Your+WordPress+Login+Page
https://kb.viviotech.net/display/KB/Software+End+of+Life+Dates
https://kb.viviotech.net/display/KB/Managing+Security+Codes
https://kb.viviotech.net/display/KB/Security+Codes%3A+Frequently+Asked+Questions

	WordPress Plugins

